
THESIS ON OPERATING SYSTEM SECURITY

Abstract. In this Master Thesis, several common applications and Windows operating system services are modeled
within the field of information security.

We developed a rule based frameworkâ€”Multihost, Multistage, Vulnerability Analysis MulVAL to perform
end-to-end, automatic analysis of multi-host, multi-stage attacks on a large network where hosts run on
different operating systems. The elimination of a file system in the Monads philosophy made it necessary to
think about how persistent objects could be organized in the virtual memory. In John Rosenberg who had
meanwhile returned to Monash after working in a software house and David Abramson joined together to
continue the Monads hardware work. Keedy discussed the problem of how Monads-PCs could be networked
together, and out of this visit grew the initial idea worldwide of distributed shared virtual memory. Although it
was never built due to the break up of the Monads group at Monash, following Prof. This dissertation
examines the strength of existing protection in on of the Linux kernel subsystem, just-in-time JIT compiler for
Berkeley Packet Filter, and shows that it is vulnerable to JIT spray attacks. The drivers for the real hardware
are provided by the VM. The solution to both of these problems is Virtual Machines VMs. Keedy's previous
experiences working with ICL, especially in the design team for the ICL Series VME Operating System, were
as follows: To develop practical software engineering techniques for improving the specification, design,
implementation and maintenance of large software systems, i. Keedy and his students had also given some
attention to support for efficient synchronization primitives. As a result, this dissertation addresses a number
of important practical challenges in the present-day mobile and embedded platform security architectures and
also gives a brief outlook on the upcoming future research directions in this area. Hence, one significant
application can justify running an OS. Several Monads-PC systems have been built. Koch, D. This included
the first implementation of the orthogonal model for combining paging and segmentation, and the first
implementation of capability registers containing large virtual addresses. It is more fully described elsewhere.
Georgiades, A. Thesis, University of Bremen,  This language was later modified in various ways. We are
using Xen as our VM because we believe it is a good security architecture on which to build an OS. Keedy's
acceptance of a Chair in Darmstadt , its design played a significant role in the development of the project, and
was the subject of several papers, on both software and hardware topics. Ethos means "gathering place" and
the "characteristics or virtues of a people". Keedy in at Monash University in Melbourne, Australia. Building
an operating system is an enormous undertaking. Its time to change the rules of the game. In addition, new
operating systems face the application trap: there are no users for a system because there are no applications;
and no one will write applications because there are no users. These are described in more detail below under
the heading of Monads Computers. As the hardware development possibilities at Darmstadt were limited Prof.
Over the following years several Monads-PC systems were built, and this system became the workhorse for
most subsequent research on the Monads Project. UIC Links. If you are a superb student, consider coming to
UIC to work on Ethos and get a degree. Abstract: Modern CPUs have started supporting new abstractions
which address the threats of an untrusted operating system. Thesis, Technical University of Darmstadt,  Some
aspects of these aims are best achieved at the level of programming language design and have been pursued in
related projects, notably in the Leibniz Project, in the L1 Project and most recently in various Java extension
projects. Finally, we formally model the class of attacks that the OS can launch against SGX enclaves via the
filesystem API; and develop a complete set of formally verified specifications and implementation to disable
them. Thesis Thesis, Monash University,  At the request of the Monads group Prof. In addition to this
complexity, about one hundred new security vulnerabilities are found each week, which makes it even more
difficult to manage the security of a network installationbecause of the large number of program
vulnerabilities and challenging time constraints. The MulVAL framework has been demonstrated to be
modular, flexible, scalable and efficient. However,he has a limited understanding of the mechanisms by which
components interact and the details of each component. Keedy also worked in Bremen on new ideas for
structuring kernels in an object-oriented way. Gehringer, E. NordSec  His work continued to a successful
completion at Monash, despite the difficulties of having a supervisor in Germany. During a visit to Monash
from Darmstadt in Prof.


